SHENANDOAH VALLEY COMMUNITY RESIDENCES, INC.

Confidentiality of CLIENT Records

In accordance with State and Federal regulations all client records are confidential and employees and/or volunteers of Shenandoah Valley Community Residences, Inc. (SVCR) shall observe and enforce all rights of confidentiality for clients.  In accordance with State regulations, 12 VAC 35-115-80 and HIPAA privacy standards, 42 CFR §160 and 164, SVCR has established a minimum standard to reasonably safeguard protected health information (hereafter referred to as PHI) and client identifying information from misuse.  It is the duty of SVCR to prevent the unauthorized disclosure of a client’s identifying information or PHI.   Maintenance and disclosure of client information will be in an appropriate and secure manner.

PHI and any information that can be used to identify a specific client include:

1. Present, past or future healthcare

2. Physical, mental or social condition

3. Payment information

In the event an inappropriate use and / or disclosure of identifying information or PHI occurs, the Executive Director will be notified immediately.  The event will be analyzed and reasonable steps will be taken to mitigate, or decrease, the impact and harm the disclosure may have. Much care will be taken to attempt to avoid problems with liability and litigation.

All staff and volunteers will be trained in the matters of confidentiality and will sign and date the Confidentiality Statement form indicating he/she understands that the information in a client’s file is confidential.

I.
USE and DISCLOSURE WITHOUT AUTHORIZATION
A.
PHI and indentifying information may be disclosed without a client’s authorization for purposes of Treatment, Payment, and/ or healthcare Operations (TPO), as well as certain emergencies and that which is required by law:

1. Treatment purposes - consultation between providers in the course of treatment

2. Payment purposes - billing, claims, etc.

3. Healthcare operations - utilization review, (§§37.2-508 and 37.2-608), etc.
4. Public health activities, i.e. reporting vital statistics or prevention or control of disease, etc.

5. Human Rights committees, protection and advocacy agencies in accordance with that agency’s legal authority under federal and state law.
6. Law enforcement, legal counsel to provider, and judicial proceedings, §§ 8.01-399, 
32.1-127.1:03, etc.

7. Health oversight agencies for activities prescribed by law, licensure, etc.

8. To avert a serious threat of injury or death of the individual or other person
9. Coroners, Medical Examiners and Funeral Directors

10. Organ and tissue donation, if applicable
11. Historical research, if applicable, and only when certain conditions are met (12VAC35-115-80)

12. Pre-admission screening services, and discharge planning

However, for items 4 through 12 when in question and at the Executive Director’s discretion, signed authorizations may be obtained from the client and / or authorized representative.  In every situation, only that information which is the minimum amount necessary shall be disclosed.
B.     If the opportunity to agree or object cannot be provided because of the client’s incapacity or an emergency circumstance, SVCR may, in the exercise of professional judgment, determine whether the disclosure is in the best interest of the client, and, if so, disclose only the information that is directly relevant to the person’s involvement with the client’s health care.

C.    Upon request, SVCR shall provide to the client or his authorized representative a written listing of disclosures of information made without authorization, except disclosures described in 1-7 above, or disclosures made more than six years prior to the request.  Such written listing will include the name and address of the person or organization that received the information; the purpose for the disclosure, date of disclosure, and a brief description of the information disclosed.
II.
USE and DISCLOSURE REQUIRING AUTHORIZATION

A.
Use and disclosure of PHI for purposes other than TPO or otherwise required by law, is not permitted without an authorization:  

1. The Authorization to Exchange Information form must be completed in its entirety.

2. The Authorization to Exchange Information form must be signed and dated by the client and / or authorized representative.

3. A copy of the signed authorization will be given to the client and / or authorized representative.

4. Signed authorization will be maintained for a minimum of six (6) years from the date of creation or the date the authorization was last in effect.

5. Signed authorizations may be revoked, in writing, at any time by the client and / or authorized representative except to the extent that SVCR has already taken action in reliance of the signed authorization.

B.
It is also the policy of SVCR that authorization is obtained from the client and / or authorized representative utilizing the Authorization to Exchange Information form for the following purposes:

1. To use any photographic, audio, and audiovisual recording of the client for any purpose.

2. The client’s involvement in any research project.  Authorization shall include disclosure of any significant risk to a client who participates in research.  All research activity conducted with clients of SVCR shall be subject to the policy and procedures established by the DMHMRSAS for research and experimental procedures.

III.
CLIENT REQUEST TO RESTRICT OR LIMIT USE AND DISCLOSURE

The client and / or authorized representative may request a restriction or limitation on the information SVCR uses or discloses about the client’s treatment, payment, and health care operations or to someone who is involved in the client’s care or the payment for their care.  Attempts will be made to comply with reasonable requests; however, SVCR is not required to comply with the request.  For SVCR to consider the request:

1. The request must be made in writing and forwarded to the Administrative Assistant;

2. The client must clearly indicate the information he/she wants limited;

3. The client must indicate whether they want to limit use by SVCR, limit disclosure or both;

4. The client must clearly indicate to whom they want the limits to apply; and

5. SVCR will inform the client in writing as to whether the agency agrees or disagrees to comply with their request.

IV.
MINIMUM AMOUNT NECESSARY
A.
The client and / or authorized representative will have access to a client’s entire services record and PHI.  
B.
The Executive Director, Administrative Assistant, Residential Services Coordinator, Program Managers, and Residential Specialists will have access to the client’s entire services record and PHI. It is necessary for these staff to routinely have access to a client’s entire services record and PHI in order to carry out their job duties.
C.
For purposes of billing and payment, billing and financial staff will have access to only the information required to perform their job functions, i.e. diagnosis, service provided, address, date of birth, social security number, etc. 

D.
The practice of routinely disclosing a client’s entire record is not permitted.  Every effort will be made to only disclose the minimum amount of information necessary for the purpose for which the disclosure is being made.  The Executive Director‘s approval is required in the event disclosure of the client’s entire services record becomes necessary.  

E.
Re-disclosure of PHI obtained from an outside agency is not permitted.  Only PHI created by SVCR may be disclosed with proper authorization.

V. 
OPPORTUNITY TO AGREE, OBJECT OR LIMIT 

A.
SVCR will provide clients with the opportunity to agree, to object, or to limit information being disclosed in agency publications.     

B.
SVCR will also provide the client the opportunity to agree, limit, or object to information being disclosed related to location, condition, or death to parent, spouse, or other family members or relatives, close personal friends or anyone identified as being involved in the client’s care.  Only the information that is directly relevant to the involvement of the client’s care will be disclosed.

The client’s agreement, limitation, or objection to these types of disclosures will be documented utilizing the Opportunity To Agree, Object or Limit Certain Disclosures form.
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